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PRESERVE

Ethical and Privacy-Preserving Big Data Platform Supporting Criminal Investigations

The Horizon Europe project PRESERVE (2024-2027) will design, implement, and validate an advanced
set of tools that enable security authorities to enhance proactive threat detection and prevention
through Al, while respecting citizens' privacy.

Vision and ambition:

Over the next 36 months, PRESERVE aims to design, implement, and validate a privacy-preserving law
enforcement and decision-support platform to tackle critical challenges in cyber security, fully
compliant with EU ethical standards for Al.

PRESERVE will leverage Al-based models to analyse large amounts of data from various sources and
identify patterns linked to cybercrime and terrorism, enabling proactive threat detection and
prevention. The PRESERVE Al toolbox will rely on a variety of Al models, such as Natural Language
Processing  (NLP), Computer ‘
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Once evidence is generated, the PRESERVE visualization tool will enable LEAs to enhance the
investigation process through advanced, easy-to-use visual tools. These include graph and network
analysis, risk estimation and trend analysis, as well as geographic heatmaps highlighting risk levels in
specific locations.

LEAs will receive training on the PRESERVE tools through specially tailored, comprehensive curricula
and programs designed to ensure effective tool usage while at the same time deepening understanding
of big data analytics and the associated responsible data use.

With nearly 6 million euros of funding under the European Commission’s Horizon Europe programme,
the PRESERVE toolkit will serve as a critical asset for detecting and neutralizing emerging threats, while
significantly advancing secure, cross-border collaboration among LEAs and establishing a regulation-
compliant model for responsible Al use in crime detection and prevention.

The project has received funding from the European Union's Horizon Europe
research and innovation programme under grant agreement No 101168309
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Use Cases:

The PRESERVE tool will be validated through four high impact use cases: the detection of hate speech
in online communication, fighting terrorism recruitment and radicalisation by tracking social media and
clandestine networks, enhancing the investigation and prosecution of child sexual abuse through cyber
monitoring and data cross-referencing, and identifying illegal drug trafficking.

Timeline & Milestones:

PRESERVE will employ a two-round piloting approach, ensuring ongoing prototype refinement. An
initial set of features will be validated by the LEAs involved (Ertzaintza - Department of Security of the
Basque Government, Police of the Czech Republic, and the Ministry of Internal Affairs of Romania) by
April 2026 (M20). Final integration of the tools into the PRESERVE solution is planned for September
2027 (M36).

User and Regulatory Requirements
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Consortium:

The PRESERVE consortium is composed of 13 partners from 9 countries: Fundacidn Centro Tecnoldxico
de Telecomunicacidns de Galicia - Gradiant (Coordinator, Spain), EXUS Software Monoprosopi Etairia
Periorismenis Evthinis (Greece), Kentro Meleton Asfaleias, Center for Security Studies - KEMEA
(Greece), Policejni Prezidium Ceske Republiky (Czech Republic), Gobierno Vasco - Departamento
Seguridad - Ertzaintza (Spain), Paradigma Innovation (Spain), Ministerul Afacerilor Interne (Romania),
Foreningen Global Forum (Sweden), RISA Sicherheitsanalysen GmbH (Germany), Tree Technology
(Spain), UBITECH Limited (Cyprus), Universita Degli Studi di Bari Aldo Moro (ltaly), and the associated
partner Bournemouth University (United Kingdom).

More information:

Project website www.preserveproject.eu (coming soon)

Contact:

PRESERVE coordinator@gradiant.org

The project has received funding from the European Union's Horizon Europe
research and innovation programme under grant agreement No 101168309
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